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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS AMF.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirement in clause 6.1.3.2.2 of TS 33.501, this contribution proposes to add a security assurance requirement and the corresponding test case to TS 33.512 to assure correct handling by the AMF in case of RES* verification failure during authentication and key agreement procedure.

4
Detailed proposal

************************************Start of Change ************************************

4.2.2
Security functional requirements on the AMF deriving from 3GPP specifications and related test cases
4.2.2.x 
Authentication and key agreement procedure

4.2.2.x.a 
RES* verification failure handling
Requirement Name: RES* verification failure handling
Requirement Reference: TBA 

Requirement Description: 
"The SEAF shall proceed with step 10 in Figure 6.1.3.2-1 and after receiving the Nausf_UEAuthentication_Authenticate Request message from the AUSF in step 12 in Figure 6.1.3.2-1, proceed as described below:

-
If the AUSF has indicated in the Nausf_UEAuthentication_Authenticate Request message to the SEAF that the verification of the RES* was not successful in the AUSF, or 

-
if the verification of the RES* was not successful in the SEAF, 

then the SEAF shall either reject the authentication by sending an Authentication Reject to the UE if the SUCI was used by the UE in the initial NAS message or the SEAF/AMF shall initiate an Identification procedure with the UE if the 5G-GUTI was used by the UE in the initial NAS message to retrieve the SUCI and an additional authentication attempt may be initiated. 

Also, if the SEAF does not receive any Nausf_UEAuthentication_Authenticate Request message from the AUSF as expected, then the SEAF shall either reject the authentication to the UE or initiate an Identification procedure with the UE." 
as specified in TS 33.501, clause 6.1.3.2.2.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that the SEAF/AMF correctly handles RES* verification failure scenarios which can be detected in the SEAF/AMF or/and in the AUSF. 

Pre-Conditions:

Test environment with UE and AUSF. The UE and the AUSF may be simulated. 

Execution Steps

1) The UE returns an incorrect RES* to the SEAF/AMF in the NAS message Authentication Response message.
2) The SEAF/AMF computes HRES* from RES* and compares HRES* and HXRES* which do not coinside.
3a)
The SEAF/AMF sends RES* received from the UE together with the corresponding SUCI in a Nausf_UEAuthentication_Authenticate Request message to the AUSF; or
3b)
The SEAF/AMF sends RES* received from the UE together with the corresponding SUPI in a Nausf_UEAuthentication_Authenticate Request message to the AUSF.
4a)
The SEAF/AMF receives the Nausf_UEAuthentication_Authenticate Request message from the AUSF which indicates unsuccessful RES* verification in the AUSF; or
4b)
The SEAF/AMF does not receive the Nausf_UEAuthentication_Authenticate Request message from the AUSF until the timer runs out.
Expected Results:

For test running through 3a), the SEAF/AMF rejects the authentication by sending an Authentication Reject to the UE.
For test running through 3b), the SEAF/AMF initiates an Identification procedure with the UE and then may initiate an additional authentication attempt.
************************************End of Change************************************
